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General Disclaimer
TheseEmergendyesponsBrocedureserecompiled by TRIMEVAC Pty Ltd, Level 3, 818 Whitehorse Road Box Hill Vic 3128.

If you adopt these procedures, you are agreeing to be bound by the terms and conditions listed below anthatsyartheyuationstavhich
apply to their applicatibyou do not accept these terms and conditions, you must refrain from using th@sdMie¢Adureserves the right to
amend these terms and conditions from timevtouirnentinued use of these procedures will represent an agre¢meetinupdby the terms
and conditions below.

TRIMEVAC does not accept responsibility for any loss or damage, howsoever caused (including through negligeac#y, evhiatirgotlyma

suffer in connection with your use of these procadymedesenced document, nor does TRIMEVAC accept any responsibility for any such loss ari
out of your use of, or reliance on, information contained on, or accessed through thes¢heratadores extent permitted by law, TRIMEVAC
disclaimsrgy such representations or warranties as to the completeness, accuracy, or fitness for purpose of thesennatedurestairtee inf
herein.

The use of the information contained within these procedures is at youthtenexteskt peredtby law, TRIMEVAC hereby excludes all liability of
the enterprise, The Greencap Group and its affiliated enterprises, its directors, employees, consultantsieeslintrespegresamgainjury, loss
or damage arising out of, or relatld tse, or inability to use, the information contained within theseTjwiededitia¢ion of liability includes, but is
not limited to, compensatory, direct, indirect or consequential damages, loss of data, income or profit, jpgsevfy ocamduthérgeparty claims.

You agree to indemnify TRIMEVAC, The Greencap Group, its directors, employees, shareholders, agents andl iottier peratios ofvblese
procedures for all damages, losses, penalties, fines, experisémahuiicmslegal costs) which arise out of or relate to your use of these procedure:
This indemnification includes, without limitation, liability relating to copyright infringement, defamatignirend@siarlofrrimgement and

breachesf theAustralian Trade Practices Act 1974 (Cth)

All descriptions and operating guidelines contained within these procedures are made with the assumptioergeatdih&\iastatiedikd
Communication System complies with AS26090 Bire dsttion, warning, control and intercom 8yStestesn design, installation and
commissioning Part 4: Sound systems and intercom systems for emergency purposes.

The active and ongoing onus is placed solely on the Building Occupier to advise TiREAEY ACfofetyn contrary or supplementary to
AS1670.4 prior to the implementation of TRI MEYV Aiééhang&aiferts, grasncy P
expected to affect the operation of the Emergergyaida@ummunication System for the facility. If advice of this nature is not received in the reqt
manner and form TRIMEVAC will assume that the system is compliant with the relevant standards and gaugerasigmatgdidelnasd op
accordigly. Further, TRIMEVAC will not be held responsible for any descriptions of system function or performadeatifiattesinot been
communicated to TRIMEVAC.

The operating instructions and guidelines contaitieebwifhiotedureave beendegned t o compl ement the manuf
specific to the operation of the system installed Wihility®hese instructions should not be interpreted as a replacement instructional manual an
users should refer at all times toahufactures instructions if any doubt arises.

Intellectual property rights statement

All intellectual property rights contained within this procedures manual, belong to TRIMEVAC and theseyriging alierpaote éteerbational
laws.

Subijetto the conditions prescribed under the Copyright Act 1968 (Cth) and similar legislation which appliesriayoaot lncatipforyoor by
any means copy, adapt, reproduce, store, modify, distribute, print, upload, display, peticsmgnealdisterjvative works from any part from these
procedures or commercialise any information obtained from any part without the prior written permission obfHERBES/AVanage

These procedures have been compiled by TRIMEVAGsoof therfeae general information. Changes in circumstances after publication may affec
completeness or accuracy of this information. To the maximum extent permitted by law, TRIMEVAC disgfamsralbliatsiissfons

contained ihis information or any failure to update or correct this information. It is your responsibility to assassepndceeniieteness and
reliability of the information contained within these procedures

TRIMEVAC Offices

SYDNEY (Head Office) MELBOURNE

Levé 3, 1117 Khartoum Street
NORTH RYDE, NSW 2113
Ph: (02) 9111 4555

Level 1/677 High Street
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Ph: (03) 9890 8084

CANBERRA BRISBANE
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PERTH AUCKLAND
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This document is the result of the Emergency Plamming Gome 6 s duty t o ana
and treat emergency related risks or situations that may arise from an internal or external sour

These procedures are to be utilised in conjunction with regular training sessions for all Emerge
Control Oggpisation members so as to maintain competency in the prescribed duties of any EC
position, and to maintain an awareness of emerging trends or amendments to procedures.

It is also the direct responsibility of tenants and departments to orgamecaner gstadyl
procedures for the safety of their staff, based on this manual and the particular circumstances
occupancy. As recommended by AS 3745:2010 and in compliance with Occupational Health :
legislation, all building occupantscareed to participate in emergency planning and evacuation
exercises and acknowledge the authority of appointed Wardens (Emergency Control Organisa
emergency situations.

Instructions given by the Emergency Control Organisation will overrulernanaigement structure.

This manual remains the prop&#ayradters Chambers Limited

No alteration or amendments or copies are to be made without authorisation of the Eme:rgency
Committee and in conjunction with TRIMEVAC.

SCOPE

This manuplovides information and guidelines for a range of eventualities and includes emerg:
response procedures for the situations listed only in the index of this manual.

Guidelines, procedures and information contained within this manual are baaddnglon Occup
Health & Safety Legislation, in conjunction with Australian Standard RIS8dig; 26r10
emergencies in facilities

The Australian Bomb Data CentreBa#aB$, Diffusing the Threat. Incorporating Mail Bomb
Countermeasurésmergency Managenmerstraligilood Action Guide and Severe Storm Guide,
andAS/NZS I1SO 31000 Risk Managementiples and Guidelines

All terminology used throughout this manual is consistent where possible with Emergency Mar
Australidjustralian Emergency Management Terms Thagadifi8745:20R@xnning for
emergencies in facilities.

This manual may make reference togduticontain procedures for, the comprehensive
managementBiisiness Continuity Planning, Business Recovery Processes or Media Policy du
Emergencies
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AMENDMENREGISTER

May 2015 All RwW Draft ERmManualssued
1 July 2015 Various RwW Final ERP Manual Issued
2  October 2018 Page 7&8 JD Contact Updated
3
4
5
6
7
8
9
10
PROCEDURHIPDATES

The Emergency Planning Committee will undertake a regular review of fRedpmesgency
Procedures to ensure the information contained within is as accurate and up to date as possib

User Requirement
To ensure this manual is effective, it is incumbent upon the user to bring to the attention of the

Emergency Planning Committeeeanyformation of either staff or procedural changes that may
need inclusion or amendment in this manual.

Document Control
It is the responsibility of the Emergency Planning Committee to ensure document control is me
for the emergency responsgues documentation for this facility.

Copies of this manual are authorised and issued by the Emergency Planning Committee. Elec
(softcopy) and print (haagpy) copies of this manual will be documented and held on record in th
Emergency Pland will be administered by the Emergamigd®Committee.

No unauthorised copies of this manual are to be made.
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EMERGENCZONTACNUMBERS

FIRE BRIGADE

000

AMBULANCE

GSM mobile phone 112
emergency number

SMS emergency 106

NATIONAL SECURITY

HOTLINE

SITE SECURITY SWC contact 0421 639 746 (7am-22:30) mon-fri
or BCL 03 9225 8888

CHIEF WARDEN Dominic Hendry 0429 479 834

DEPUTY CHIEF

WARDEN

PROPERTY MANAGER Mary Hayes 0467 888 008

PROPERTY CO-

ORDINATOR

SECURITY Kath Lewis 0421 639 746

REPRESENTATIVE Jouri Seroutine 0421 639 746

LEAKING GAS (ALL 1327 71

AREAS)

POISONS

INFORMATION 1311 26

HOTLINE

STATE EMERGENCY

SERVICE

EMERGENCY PUBLIC

INFORMATION ABC RADIO 7TAM)

PROVIDER

1800 123 400

James Campbell 0437 603 387

Abbie Davies 0439 910 468

13 25 00

180 William Streftglbourne IssuedMay 2015 Pager of126
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FACILITYCONTACNUMBERS

CHIERNARDENDORDER OPRIORITY

The following order of priority shall apply to the role of Chief Warden in the event of an emerge
the event that the primary choice for Chief Warden is not evaitetifbta, the responsibility shall
pass to the next person listed below.

PRIORIT PERSON & POSITION CONTACT No.

1
2
3

ANCILLARY_ONTACTS

Dominic Hendry

James Campbell

0429 479 834
0437 603 387

The following contact details should be tesgqairasl.

ELECRICITY PROVIDER Energy Australia 133 466
WATER PROVIDER City West 132 642
LIFT MAINTENANCE United Lifts 03 9687 9099
PROVIDER

AIR CONDITIONING AG Coombs 1800 985 965
PROVIDER or Right Air 0412 765 840

FIRE SERVICES

Dynamic Fire

Aaron 0425 499 957
or 039355 7171

180 William Streldtielbourne
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BUILDINGPROFILE

Barristers Chambers Limited
180 William Street

Barristers Chambers Limited

Location of FIP Ground Floor Foyer
Delay between Tones 2-3 Minutes ‘
Detectors Smoke Yes Thermal No
Beam No VESDA No
Manual Call Pomit Fire Panel (Rec Yes EWIS (White No
Door Release yes

PA Available Yes

Proximity Card Acces Yes VisitorProcedures Yes Concierge Manne No

‘ ON ACTIVATION OF FIRE PANEL

\ Ground Lifts“ Shut Down Air Co“ Services Notifie:

Pressurse Start Exhaust Far Release Door Lock
Stairwells

| SUPPRESSION SYSTEMS
\ Extinguishers Dry Chemica

Water“

‘ Foam
| Fire Blankets Hose ReeldlBGIN
SPECIAL RISKS

Gas No Shut Off Valve
Flammable Liqui No Location
PEEPS held on filg Yes Location| In Emergency ResponBeocedures Manual

OTHER RISKH3$SSUES

180 William Stredielbourne IssuedMay 2015 Page9 of126
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EVACUATIORROCEDURE
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ASSEMBLYAREA(S)

Primary Assembly Area:

Infront of the Supreme Court of Victoria on William Street

Whilst an Assembly Area is stipulated above, depending on the nature and extent of the emer
may be necessary to utilise an alternative Assembly Area. Assembly Area(s) shall, so far as is
ressonably practicable, be sufficiently distant from the emergency to allow for the protection of

evacuees.

The Assembly area will:

A
A

A

A

Be managed by the wardens collectively

Facilitate communication with evacuees via loud hailer if necessdgdersy the
collectively

Stage First Aid Officers with First Aid kits in an accessible and prominent area
Communicate with the Chief Warden via mobilevpdnore]ia or a runner

Secondary Assembly Area

The Secondary Assembly Area will be advised bfy\tVar@m if and when necessary; or Wardens
may use their discretion based upon the circumstances at the time of the emergency.

Factors that may necessitate relocation include:

A

A

Riots, civil unrest or other community activities such as festivals etc.

Roacclosures due to civil works

A Wind direction or adverse weather

180 William Streftglbourne IssuedMay 2015 Pagel20f126
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SHELTER INPLACE

Not all emergencies situations will require evacuation; in some situations taking shelter within 1
building will be the safest option. There are many different Waisgtiaeedure and each

situation should be assessed as the situation presents itself. Shelter in Place uporba imposed
workplace by responding EmergenggeS, or may need to be imposed immegdibte @O until

the arrival of Emergeneyi€es. Consultation with the Chief Warden is of the utmost importance |
the Shelter in Place option. All occupants of the workplace will need to be advised and kept in
the situation. Communication with the Chief Warden and or emergeneitae Rk systems,
Warden Phones, SMS, Mobile phones or landlines should be considered.

I Note: Moving outside the building while Shelter in Place has been directed may take occupants fror
place of safety to a place of danger.

Situations that haved to Shelter in Place

Storms:Windows blown out eéRide buildings resulting in occupants being unable to leave the
building due to falling debris. Occupants on problem levels were moved to other levels within t

Siegeiln adjacent buildingnman held police at bay for 6 hours. Occupants in surrounding build
were asked to shelter in place and moved away from windows on one side of the building until
situation was resolved.

Flood:Occupants were not able to evacuate due to rising flood waters,
Scaffold Collapsé€ccupants were asked to shelter in place until the area was made safe

Toxic EmissiorOccupants were asked to remain inside their buildings, close windows and doot
shut off ventilation systems until advised otherwise by the Emergency Services.

Considerations/Variations

Shelter in Place may need to be imposed until the situation has been brought under control or
conditions have been returned to normal. Mapawgt®fom one side of the building to another or

from higher levels to lower levels or from lower levels to higher levels are all options available |
Shelter in Place. The building may need to lockdown for security reasons and lifts thik be grour
is normally done to prevent persons of interest gaining access.

Occupants should prepare to evatwatie the direction be ganations to the evacuation
procedure may also need to be considered. Forward planning may require ECO members to ¢
disabled occupants early for evacuation depending on the situattionlfdhvatbitu your

building, Emergen@nices Wibe onsite to help, however if the situateonadjacent building or
area, Emergencgrices may not be directly in attendance as resources are required at the situ
Building occupants need to be self sufficient and aware that somre sittaicaight forward.
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PROCEDURE

If Sheltein Place has been directechimr@eoy rvices, they will instruct occupants on what actior
is required. Be aware, staying within the building has been assessed as the safest option.

On being informe@@helter in Place situation, all occupants should:

A

A

A

A

If appropriate, contact home/appointmentsletalline aadvise that you may be
delayed. wid using mobile phones

Do not instruct anyone to come to the building and collect you untih#ise situation
been resolved

Advise your Warden if you require assistance to evacuate

Follow your War@edirections

Chief Warden

> > > > > I>»

Assess the emergency

Notify Emergenogrices

Keep occupants informed on the situation

Establish and maintain communication wehs/Nar

Instruct Wardens to identify any occupants/visitors with a disability

Seek regular updates

Consider the following:

A
A
A

Amount of occupants within the building and how long evacuati@n would take
People requiring assistance if evacuation wa® ordered

Relying egular updates on the situatamup@nts will better accept the situation if
kept informed

Floor Warden/Wardesisould:

A

A
A

Move occupants away from immediate danger. This could be to another area of
floor away from windows or to anothastéredted

Establish communicatidgth the Chief Warden and/or EmergericgsS

Identify occupants that require assistance if evacuation was directed

I Note:Shelter in Place will require some flexibility; emergency situations are seldom straight forward

If the direction has been given by emergency services, seek updates regularly and keep occupants
well informed. Remember it has been assessed that staying within the building is the safest option.

180 William Streftglbourne IssuedMay 2015 Pagel4of126
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MELBOURNEBDSAFETYPLAN

The Melbourne Central Business District (CBD) Safety Plan has been prepared in partnership
Victoriabdbs emergency management agenci es,
been prepared under the authority of the City of Melboanuy Efareggement Plan (MEMP) and
section Six of the Emergency Management Manual Victoria. The Plan forms part of the City of
Melbourne MEMP within the Victorian Emergency Management Arrangements and is audited |
compliance with those arrangements.

IncidentPhases:

Phase One

The first phase involves the initial management of the incident/emergency. The incident will be
by the nominated Control Agency as per the existing Victorian Emergency Management Arran
for the type of emergency. This pilbgamarily involve Police, Fire and Ambulance.

During this phase people may:
Immediately evacuate

Evacuation is the removal of people from an area dhdesmgee.two types of evacuation;
immediate evacuation and plannedwarpesl evacuation.

0Shelter in Pl acebdo

There may be occasions where a risk assessment by building authorities and/or responding ag
will determine that it would be safer for
many i nst amlcece @& smhaey tlkee dansi dered a mor e
depending upon the type of structure or facility may also involve, Shutting down building ventil
airconditioning systems, closing all windows and doors, movingetd #iooormireea within the
building and monitoring ABC radio 774 or commercial news bulletins for further information.

Continue normal dag-day activities
People within the CBD who are not affected by the incident may be advised to contimaé with th
daytoday activities. People should go about normal business; however, they may not be able t

other parts of the CBD. They should also be aware that public transport may not be operating
and vehicle access/egress to parts of theaZ BB affected.

Phase Two

The second phase is generally considered to commence when the parameters of the incident :
understood and a command and control structure is in place, or the incident is isolated and col

During this phase, members of the public should remain alert to the changing situation by mon
ABC radio 774, listening for building announcements, following Emergency Service advice anc
monitoring the City of Melbourne websiteelbourne.vic.gov.au

180 William Streftglbourne IssuedMay 2015 Pagel50f126
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Phase two may involve mass evacuation. There are five distinct evacuation stages for a plann
evacuation.

1. Decision to evacuate
Evacuation of areas broader than just the incident scene allyulek geameed out when the risks
involved in the evacuation are less than the risks of remaining at their current location and is n
to allow effective management of the response to the incident. Victoria Police are responsible
carrying outdalevacuation process.

2. Warning
The provision of consistent and clear advice is a central strategy to facilitate an effective and c
mass evacuation. The main source of information will be via the media, primarily ABC radio or
The Plan algxpects that building managers will utilise their ECO personnel to inform and instrt
building occupants. Further warning may be conducted utilising the telephony based National
Emergency Warning System (NEWS).

3. Withdrawal/Evacuation

If there is a decrisitm evacuate there will be need to follow a process to move people to a place
safety while the status of the transport system is assessed and arrangements are made to mo
out of the CBD. Evacuees may be requested to:

p>>

Move to another part otityeand delay journeys home

A Move to specific locations for transport out of the city

A Move to an Emergency Relief Centre

A Evacuate under their own means, including walking home

The primary CBD Emergency relief Centres for planning purposes are

Emergency Reli€fentres

Relief Centre Location Melway
Melbourne Cricket Ground Off Brunton Ave, Melbourne 2G D6+7
Etihad Stadium Off Wurundjeri Way, Docklands 2E H5
Melbourne Exhibition Centre | 2 Clarendon Street, Southbank 2F A10
Melbournsluseum Nicholson Street, Carlton 2B H10

Facility Emergency planning Committees should identify their closest Emergency relief Centre
provide some advice to staff about a preferred process. The Emergency Services will advise s
routes andpen Emergency Relief Centres on the day of the incident.

4. Shelter
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Interim welfare facilities will be established at the Emergency Relief Centres. It is the intention
Plan that most people will be transported from the Emergéantré{s)ibkefore more complex
shelter facilities become necessary.

5. Return

In the short term, the return to work or home is the completion of the evacuation process. In ge
terms this notification will be made via mainstream media or if Rekeftllevgezatang by the
Relief Centre Manager or nominated spokesperson.

Responsibilities:
Building Managers/Emergendgrifing Committees

Owners, building managers and/or Emergency Planning Committees under the Melbourne CB
Plan are responsitieensuring that Emergency Plans include how the information regarding an
evacuation will be disseminated from the Chief Warden to the occupants of the facility and tha
Emergency plans include details of the most relevant Relief Centre faxltiEeOauitdergbers

are to be aware of the CBD Emergency Relie
Assembly Area) and how to liaise with building occupants at the Relief Centre.

ECO Members
ECO personnel have the following responsidiitidseuMelbourne CBD Safety Plan.
A Carry out immediate emergency repose arrangements/procedures as is necessa
result of the incident. Otherwise;
A Monitor public information sources for information regarding the incident and for
directionsdm the Emergency Services
A Unless immediate evacuation is required, Emergency Services advice will typical
initially secure the building and 06s

A When advice is given to evacuate, Wardens will evacuate occupants in accordar
Chief Wardeno6s i nst r gpedfic matedures and move a c
occupants to the nominated Assembly Area and/or to the Relief Centre; or if nec
to an alternative location outside the CBD

EMERGENCY
RELIEF CENTRE:
Melbourne Museum

EMERGENCY
RELIEF CENTRE:
Etihad Stadium
(formerly Telstra Dome)

R

EMERGENCY
RELIEF CENTRE:

7 Melbourne

Cricket Ground

1sowf” s & ¢ |r126

S e AR T
[V P e S i T

Melbourne
Exhibition Centre




TRIMEVAC

180 William Stredielbourne

IssuedMay 2015

Pagel8of126




EVACUATION PROCEDURE

Jsnipe “Jojuop

8002 OVAIWINL (@) wbuAdog

3¥NA300¥d .l_ “ _ “
INIWITdWI HONIN S3A HOrviu

-

£sannop Auy
34dNA@320yd
3LVNIVA3

swa|qo.d
Mau ssaIppy ’

) Buipjing
. Il
BUO 8500y puE suondo ww_ﬂ..ﬂ__ﬂmm Em__mn_wmowm g oL oU g ay) sjenoerd '9'g
31v3yo / a1vyanas [ : 5141934 ON £34NA320Yd
oN v 3SIND0ITY TYH3INID
y, INEEREL

ﬁ:o_umEhom:_ Em_u_t:wu

ﬂ uoljoe S3jejoIp Ysu
ﬁ yB1y Inqg ‘uonewiojul

$80.N0sal ‘Hsu

juajoINsu|

IN3JWSS3ISSY

NOILYNLIS

=@ | joon9) ‘BiqelEAR
did%98yD 63
NOILVINHOANI

oL Ssessy
ajqejdeooe sieadde
¥su ‘wajqold oN
HIHLVYO

¢welqoid Apuep)
JHVHO MOT14 LNJINJOVNVIA LNJAIONI NJAJdVM 43IHO

uuey
10
juapiou]

IssuedMay 2015 Pagel9of126

180 William Streldtielbourne

OVAINIFL



TRIMEVAC

EVACUATION PROCEDURE

AFTER HOURS

(OUTSIDE BUSINESS HOURS)

Wardens will only manage a possible emergency
during business hours 9am-5pm.

m REMOVE PEOPLE FROM Stay Low |
IMMEDIATE DANGER AREA ""Q
- Continually assess the situation, do not & >

put yourself or others at risk (Do not
obstruct Exits and/or Exit Routes).

ALERT OTHER PEOPLE IN THE _
VICINITY OF THE EMERGENCY Dial
- After you have ensured your safety dial 000

000 for the appropriate Emergency Service.
- Activate emergency alarms (Manual Call

Points) if available.

CONFINE PROBLEM " Close D
(FIRE/SMOKE/GAS LEAK) J Close Doors
- Close doors behind you where practicable. Windows
- If possible/necessary close windows.

- Do not risk your safety, if in doubt,

evacuate.

EVACUATE

- Evacuate upon hearing the alert tone
Beep, Beep, Beep. o

- Check floor / area as is possible. Evacuate the building
- Exit via the Emergency Exit Stairwell. A ot Base
- DO NOT USE LIFTS. of Fire

- DO NOT carry bulky items down the &

Emergency Stairwell.

- Report missing personnel and the status of
your floor to the attending Emergency
Services.

- Once clear of the building go to the
Assembly Area.

]
u qum Sydney Canberra Melbourne Brisbane Perth
I—mg {02) 9111 4555 (02) 6253 1266 (03) 9890 8084 (07) 3514 9211  {08) 8214 6132

W, e, com AU
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EVACUATION PROCEDURE

CHIEF WARDEN

Evacuate the EMERGENCY INCIDENT AREA and the areas im

adjoining the incident

>

>

Progressivelgvacuate the remainder of the building prioritising T
FLOORS ABOVE AND ONE FLOOR BELOW the affected floor

>

Receive clearance reports from the Floor/Area Wardens noting:
A Areas cleared / not accessed

A Occupant/visitor with a disability requiring assistance

>

Report to attending Emergency Services

>

Oversee return to building on the ALL CLEAR being given by the

Emergency Services
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o)

o)

>

>

>

EVACUATION PROCEDURE

FLOOR/AREA WARDEN

Evacuate the EMERGENCY INCIDENT AREA and tinenaeeasely
adjoining the incident
Progressively evacuate the remainder of the building prioritising

FLOORS ABOVE AND ONE FLOOR BELOW the affected floor

Instruct Wardens to clear storerooms, toilets and any other area:

to be occupied.

Report to the Chief Warden the status of the evacuation noting:
A Areas cleared / not accessed
A Occupant/visitor with a disability requiring assistance

Once clear of the building ensure people DO NENRER THE
BUILDING until the Chief Warden has givexLth€LEAR
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BOMBTHREAT

i Any threat, no matter how seemingly insignificant, must be reported to the Chief Warden so that
actions can be taken for the safety of ALL occupants of the building.
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BOMBTHREAT

These gidelines are a composite of procedures and recommendations derived from the experic
national and international police, security and law enforcement agencies. There is no conclusi
for bomb threats: all differ in circumstance, lodatrimeoof day etc. With logic, realistic and
probing threat assessment, and a properly installed and rehearsed procedure, the perceived le
can be adjudged and actions taken in response.

THEASSESSMENT

All available information mustltzted and threats should be categorised as either specific or non
specific threats. This assists in deciding what further actions have to be taken.

Specific
It is the least common but may be the most credible.

The caller provides detail that majbdebe device, its placement, the reason, its time of activatiol
etc.

NonSpecific

Little detail before the call is terminated.

Neither threat should be discounteé@esdns now have to be made by an assessing team. Whel
bomb threat is received the Crisis Control Team including the Chief Warden should be notified
as possible. The Crisis Control Tewioesshoul
manager, security and other relevant building staff.

The following four options are available:

1. Take no further action but inform Police

2. Search without evacuation (if an item is identified as suspect during the search tf
evacuation should besigered)

3. Evacuate and Search

4. Evacuate (without search)
The significance of the response increases from 1 (take no action) through to 4 being Evacuat
search). The appropriate response will depend on the level of the perceived risk.

In determirgrthe perceived risk, the following issues should be considered:

A The nature or type of caN¥as there any site specific knowledge demonstrated by
the caller? Was it seemingly premeditated by the caller? (i.e. Scripted threat, or
recorded voice) Thig/nmerease the level of perceived risk. Was it a child's voice o
were there people giggling in the background? If there are factors that suggest tr
is less genuine, this will lessen the perceived risk

A The frequency of the threats being recdiwetdfare received on a more frequent
basis, the level of perceived risk will be reduced
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p>)

Timing of the threat. If the threat is received during school holidays or April Fool
the perceived risk will be less. However, if the threat is iaggresbdsiof

increased building occupancy orspadidic function, the perceived risk may be
elevated

>

Is it possible that the call is aCaipgall? If there have been media reports recently
this may lead to an increase in frequency of fedsanithieznce would reduce the
perceived risk

p)

Will immediate evacuation of the building expose people to greater danger? If yo
believe the location of the bomb/threat is in building vicinity, occupants may be s
remaining in the building

>

What is the sinf the building and how many people are involved? Where there a
fewer people it may be more appropriate to consider evacuation even where the
perceived risk is low. However, where there are many people involved and there
lower perceived risk fielephone call without a suspicious package) a full building

evacuation may not be warranted as the costs associated with evacuating a larg
number of people would be considered excessive considering the risk

Local

Have there been any problems asdauittstafhembers? (i.e. Redundancies, staff grievance, or
incidents involving members of the general public). The threat may be related to an incident/s
staffmember; the perceived risk may be increased or decreased depending egpga dheknowl
the individual(s) concerned. Has there been any criminal or malicious activity in the surroundin
area/suburb? (eg. Vandalism or gang related violence)

National

Have there been recent announcements by the company, or governmentRélatiomdustrial
changes or company policy changes etc.) that may instigate animosity towards the company?
perceived risk may be increased if public debate or opinion is of a magnitude to spurn people t
physical action.

International

Are there any imational events that may be of influence to the perceived threat? The perceive
may be increased due to public polarising in opposition to such things as business operations/
accidents/ business mergers or ethical practices etcethdt malyreats being made. (i.e.
International opinion and demonstrations against companies for ethical production standards c
outcry about oil companies in relation to oil spills).

Related Incidents

Validity of threat in relation to a siatedrste? (i.e. did Head Office receive a threat and it was
unfounded, or other related buildings have/have not validated a threat recently?) The level of r
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increase if other company sites have received and validated threats. Converesiysthenpgrcei
decrease if related facilities have received unfounded threats.

Other Considerations

A

A

A

The level of perceived risk may increase with the discovery of an object that typif
description of a suspicious object

Tenanhotification? Consideration needs to be given to notification of tenants and
what form? The decision to notify tenants will depend on the level of perceived ri:
whether there is a specific threat for any particular tenants and the proposed res;
tot he threat. It is the Crisis Contro
and when

NOTIFY THE POLICE

It is the responsibility of the Crisis Control Team to consider the risk and determine which of th
options is the most appropridacrlhere is no right answer and building management is not
expected to predict what might happen in the future.
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BOMBTHREATPROCEDURES

IN THEEVENT OF AELEPHONEHREAT

> >» >» > >» I>»

p>>

>

Stay calm

Attract someoneds attention to notif
Do ot create panic by telling personnel other than your Floor Warden

The Chief Warden will advise the Police

The Chief Warden will liaise with the tenant involved, to assess the seriousness ¢
threat

Keep the caller on the telephone as long as pds®bl@dthe caller's comments
word by word. Utilise the Bomb Threat Check List (Refer Appendix)

Listen carefully for background noises, speech mannerisms, accent, etc. which n
give a clue to the age, sex and location of the caller

Assessment of appraie response will be made by the Chief Warden in conjunctio
with the Crisis Control Team

Switchboard Operator Instructions:

> > > >

A

Stay calm

Keep the caller on the line as long as possible and record the person's comment:
by word.

Question the callelisitig the Bomb Threat Checklist (Refer Appendix)

Listen carefully for background noises, speech mannerisms, accent, etc. which n
give a clue to the age, sex and location of the caller.

Fill out bomb threat checklist immediately in private, dstegctionsd

In the Event of a Letter/Note/Email or SMS

> >

>

p>)

Handle the letter/note as little as possible, if at all

Police will be interested in talking first hand with the person receiving the threat.
person should remain available until Police arrive

Enmail messages should be retained for Police investigation. Do not attempt to ref
the message

SMS messages should be retained for Police investigation. Do not attempt to ref
the message
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THESEARCH

If the perceived level of threasessed by the Crisis Control Team as credible, the Chief Warden
direct that a search of the premises be warranted. The building should be divided into areas ar
area assigned to personnel who are familiar with the area. Upon beingrassigired,a roo
personnel should make a survey of the area, noting what objects normally occupy the area. Tr
are familiar with an area are the most likely to see something out of place.

Search Methodology

p)

No person is expected to search against their wil

>

Search of an area should begin and end at a common point

p)

Floor to waist is searched first

A Waist to ceiling is searched second

A Evacuation route(s) and public areas searched
A Assembly Area searched prior to use

In assessing whether an object may b@sgssheHOUP acronym is a simple method of
assessment.

H Is the item HIDDEN?
O Is the item OBVIOUSLY suspicious?
T Is the item TYPICAL of items usually found in that area?

If the finder of a suspicious package is still unsure the follquasgons in conjunctio
with HOT

U Is there evidence or reports of UNAUTHORISED access or activity?
P PUBLIC access to the area or PERIMETER breach?

I Itis imperative that personnel involved in the search be instructed that their mission seandly to
for and report suspicious objects, not to move, jar or touch the object or anything attached thereto.

I The removal/disarming of an object must be left up to the professionals in the explosive ordinance
disposal/

Wardens should be responsible tindithe search of their areas, receiving information from seal
personnel and relaying information to the control centre. Security, maintenance, and cleaning |
search such areas as hallways, toilets, stairwells, elevator shafts, storagessreassate the
building including the Assembly Area.

As the search of each area is completed and no suspicious objects are found, a report is giver
appropriate Warden. The Floor Warden will advise the result of the search to thé &hief Wardet
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particular location is named, it may be decided to evacuate the floor, the two floors above and
below. Medical personnel should be placed on alert during the search. This provides immedia
attention in the event of accidentahmatpre detonation.

COMMUNICATIONS DURMEEARCH

A rapid twevay communication system is of utmost importance. Normally communications betv
search teams and the control centre can be accomplished through the existing telephone syste
building istcommunications system.

I Caution: The use of radios or mobile phones could prove dangerous. The transmission could caus
premature detonation of an electric initiator (blasting cap).

The Chief Warden will make the decision on the use of radidicomimigtittee search is in
progress, based upon the level of credibility or the nature of the threat.
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DISCOVERY OF3USPECPACKAGE

In the event of a suspicious package being discovered

I DO NOT use twaay radios/mobile phones in the vicinity of a sissgipackage

The Floor/Area Warden for that floor will:

A Advise the Chief Warden (code Purple)

A Proceed to evacuate the floor

A Ensure that personal effects (i.e. Bags, briefcases etc) are taken with the evacue
The Chief Warden will:

A Advise Police and Firg&le

A Advise the Floor Wardens concerned to evacuate two floors above and two floor:
the Osuspectd floor

A Alert the Ambulance service

i DO NOT TOUCH, TILT OR TAMPER WITH THE SUSPECT PACKAGE

CARPARK& LOADIN@BAYS

If a suspect package is found in themark or a threat indicates a device has been
left in these areas, the Chief Warden should:

>

Ensure the Police are notified

p>)

Direct the Dockmaster to allow access only to the Emergency Services to the cal
areas

>

If necessary, commence evacuatiorboiidimey

p>)

Prohibit pedestrian & vehicular access to the car park levels

IF ASUSPICIOUSBJECT IS LOCATED

A The location and description of the object as detailed and accurate as possible sl
be reported to the appropriate Warden. This information is relayed immediately 1
Chief Warden, who will call Police. When Police arrive, they should be met and
escorted to the scene (to a safe distance)

p>)

The danger area should be identified and cordoned off. Establish an exclusion zc
at least 100m including areas above and below the object
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Check to see that all doors and windows are open to minimiseggenfisEom dam
blast and secondary damage from fragmentation

>

Evacuate the building

p)

Persons should not assemble in any location that is in line of sight of the possible
danger area

A The Chief Warden will advise on the location of the Assembly Area inthccordanci
the type and area of threat, in conjunction with other influencing factors such as
weather/wind direction etc.

p)

The removal and disarming of a bomb or suspicious object, must be left to the pc
bomb unit

EVACUATEDENANCIES

The ECO including the GMaflen team is not expected to have intimate knowledge of every ten
within the building. Emergency Services may require site specific information from any or som
tenancies that have been evacuated. To identify, locate and contactajpeateostip@isor,
manager or Warden from any tenancy at the Assembly Area may waste valuable time. To assi
Emergency Services in gaining rapid site specific information it is recommended that upon the
evacuation of any tenancy within the builditigintoea bomb threat or suspicious object, that the
Tenancy Evacuation Contact Notice (see Appendices) be completed and affixed to the front er
that particular tenancy.

It is advisable that the Tenancy Evacuation Contact Noticgistadtprior to an evacuation with
standard company contact numbers, but completed at the time of an evacuation so as to provi
the minute contact details of any manager, supervisor or Warden that was at work, on the prer
the time of tlewacuation.
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MASTEREMERGENCZONTROIPOINTRELOCATION

(GENERAL

In the event of a bomb threat being of credible risk and an evacuation being implemented, con
should be given to relocating the Master Emergency Control Point to a preitetkrcainaal off
Relocation of the MECP is in the interest of safety for the Chief Warden Team.

However, upon arrival of the Emergency Services they will need to liaise with the Chief Warde
timely and informative briefing on the situation at efore, ftheradvisable to prearrangesér off
MECP so that,

A Emergency Services know in advance where it is located: or
A Emergency Services can be directed to the location en route to the facility

As with the use of a secondary Assembly Area, theflteaooposedsifé MECP should not be
broadcast widely outside of the organisation. This adds a measure of safety for the Chief Warc
in that it is unlikely that an explosive device could be placed in or around the locatioridhat will t
the secondary MECP. However, a search of the location prior to occupation to ascertain whett
are any suspicious objects located within the area is highly advisable and should be conductec
regular precaution.
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MAILROOM

Regular mail receivendergoes a number of processes before it is delivere® ROIEEES 1S
NOT INFALLIBLEny item that is outside the normal mail received should be treated with care
in consultation with the Chief Warden or Emergency Services.

Protruding Wires or
Tin Foil

Excessive
Postage

Names or titles

not correct Common Words
; Misspelt

- Visual
Distractions

Lopsided or
unevenly
weighted

CNTNE \'1:‘“\'

Restrictive
Markings

Other historical indicators of suspicious mail include:

> >

Excessive securing material

Excessive weight

Odours that are not common with the regular mail
Lacks address of sender

Audible sounds

Mail Room Staff Responsibilities:

> > >

>

Any suspect items should beteepormediately to the Chief Warden

Always be alert for suspicious packages

If a threat is received through the mail, avoid handling it so that Police can exami
note/package for clues

Ensure items that arrive via means other than the curresg precathnessed

with security: i.e. Items that have been left unattended outside the main dock tha
not been signed for, will need to be brought to the immediate attention of the Chi
Warden and/or the Emergency Services for further investigation

The use of twavay radios, mobile and radiophones can pose a risk in a mailroom environment
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SUSPECTMAIL CONTAININGHAZARDOUSOWDER

(GENERAL

Identification of suspicious packages and letters containing unknown powder substances gene
exhibit the sarobaracteristics as a suspicious package identified in the bomb threat procedures

PROCEDURE

Unopened Package

If you receive a suspicious package and have not opened it.

>

Place the item in a plastic bag and seal it

p>>

Place all items in a second plastmtagpal that also

>

Stay in your office or immediate work area. This applies to workers in the same r
Prevent others from entering the area and becoming contaminated

p>>

Keep your hands away from your face

>

If available, wash your hands without leawiviy kyanea

p>>

Turn off any air circulating fans

>

Contact the Chief Warden and advise

A Your exact location

A Number of people in quarantine with you
A Description of the package

A Any action taken, e.g. Bagging
OpenedPackage

If you receive a suspicious package HAYEopened it.

A Do not disturb the item any further, do not pass it around

A If any substance has spilt from the package do not try to clean it up, or brush it fr
your clothing

A If possible, place an object over the package without disturbingeitoéng. a wast

A Stay in your office or immediate work area. This applies to workers in the same r
Prevent others from entering the area and becoming contaminated

A If there is a strong, overpowering odour, move to an adjoining room, closing all d
and windowsd stay in that area until help arrives

A Contact the Chief Warden and advise
A Your exact location
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A Number of people in quarantine with you

A Description of the package

A Any action taken, e.g. Bagging it or covering it
A Keep your hands away from your face
A If avdable, wash your hands without leaving your work area
A Turn off any air circulating fans

A Wait for help to arrive

Any package/parcel or object deemed to be suspicious must be reported to the Chief Warden so th
a decision or actions can be madsafeguard ALL tenant/ occupants.

Chief Warden will:

A Organise to have air conditioning turned off

A Contact Emergency Services
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